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ISC2 Article — A Bitter Pill
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A Bitter Pill

members’ corner

Stronger software liability would fix much of what ails us.

re is eating the world.” ~Marc Andre

uilt buildings the way programmers wrote
programs, then the first woodpecker that came along would

destroy civilization.” ~Gerald Weinbe

Both of those quotes give us much to ponder. Software is
cating the world....and shoddy software is caving in on us.
Consider:

+ Medical device (pacemakers, insulin pumps,
medication dispensing robots, etc,) hacks as assassina-
tion tools have jumped from spy thrillers and TV shows
to reallife possibilities, as demonstrated by University of
South Alabama students and reported in Computerworld in
September 2015,

+ Almost every major brand of car (Jeep, Mercedes,
BMW, Tesla, Ford, etc.) has been hacked in tests, according
to a July 2015 Wired report

+ Web browser security
is an oxymoron. Seeing every
major browser get hacked at
pwn20wn has become a rite
of pa:
money as posted by Trend Micro
in March 2016.

+ Adobe Flash is the poster

child for massively insecure

software. Steve Jobs famously
banned it from Apple product
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never get rid of zero-days.

I believe that, as an indus
try, we fetishize zero-days a
bit too much. Yes, they exist
and are used in some attacks,

but the vast majority of attacks succeed due to insufficient
patching, inadequate monitoring and shoddily developed
software.

But, since people like to bring up zero-days, let’s put that
to be

The most impressive zero-day attack that occurred
in the real world, in my opinion, was the 1982 Chicago
Tylenol murders, An unknown individual (or individuals)
bought Tylenol bottles in the Chica; opened them,
added cyanide capsules to the bottles and replaced them on
the store shelves, Seven people died as a result. No one was
ever caught.

With millions of dollars at stake, not to mention public
safety, Johnson & Johnson took what was at that time
an extraordinary approach—a massive product recall.
“Before 1982, nobody ever recalled anything,” said Albert
Tortorella, a managing director at Burson-Marsteller Inc.,
the New York public relations firm that advised Johnson &
Johnson. Its board and management decided to put patient
safety first. Breaking with industry tradition, they went
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“"Software is eating the world”
- Marc Andressen

“|'ve got food poisoning ®”
- EVERYONE ELSE



Famous Recalls in History

FORD PINTO

* Ford recalled more than 1.5 million Pintos in 1978 due to the
faulty position of fuel tanks. In some cases, the fuel tank burst
into flames after a rear-end collisions. At least 27 people died as
a result.

TYLENOL

* About 35 years ago, Johnson & Johnson recalled more than 20
million bottles of Tylenol capsules after someone laced the
painkillers with cyanide and put them in store shelves in the
Chicago area. Seven people were killed. Johnson & Johnson
repackaged Tylenol with tamper-resistant packaging, showing
how a company could emerge from a disaster and improve an
industry.
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