




TRIGGER WARNING!

» This talk WILL get political!

» You WILL be offended (and I will skewer 
sacred cows on both sides)

» Democracy & Civic Society matters





Senior Management - USA

Former CEO

Not my job in a few 
months…no scandals, 
no scandals, no 
scandals!

Current CEO

Grab ‘em by the 
Votes!

Former CEO 
candidate

Ohh…if it wasn’t for 
those meddling 
Russians!

Former CISO

CISO – greek for 
goat you slaughter 
1st



The RED team

Czar, Russia

KGB
Trillionaire?

Ambassador Kislyak

Social Engineer 
Extraordinaire



Lock Them Up!!!

Financially Motivated Insiders

Money, Money Money!!!
It’s all about the Benjamins baby!

Politically & 
Financially Motivated

IRS challenged
$7BN in possible tax liabilities

Politically 
Motivated

Disgruntled 
Insider



Paid Collaborators (or S&M)

FACEBOOK 
(you’ll be voting for me one day!)

TWITTER – We can trend 

anything…except millions of bots abusing 
our service.  
FREE SPEECH FOR BOTS!  BOTS UNITED!

Jeff Zucker, CNN –

My APPRENTICE Is the President!
(beat that Palpatine!!!)



The Investigator



External researchers

Exceptional research 
into vote hacking, 
altered votes, etc.

He knows his stuff



The APTs: Real Bad Hombres…



The APTs: A Family 
Affair



..

Former CEO ignored InfoSec: 
Obama was warned…



..

Asleep at the Wheel



The Attack Vectors

Diebold Voting Machines
- Introduced after 2000’s “hanging chad”
- WindowsXP, Closed Source, over 10 years old
- 2003 – employee leaves 40,000 files on the web
- Remotely controlled, hackable via memory cards
- We spend 1/10th on Voting machines than on ATMs
- All machines in 2003 had same encryption key “F2654hD4”
• Not auditable (thanks EULA!)
• Not Patched or supported

BEDROCK OF OUR SOCIETY



The Attack Vectors



..

Coincidence?



Slots  vs Voting Machines

Guess which one is more secure?



Courtroom Testimony on Rigged 
Voting Machines

https://www.youtube.com/watch?v=rVmsaDS_FwY



Voting Machines Hacked

CLINT CURTIS Courtroom Testimony – Apr 3, 2011
https://www.youtube.com/watch?v=rVmsaDS_FwY

DEFCON25 – July 29, 2017
https://www.youtube.com/watch?v=ADyfcz6MUD4



Gerrymandering – root of all evil

https://www.vice.com/en_us/article/kzanm3/the-texas-gerrymandering-trial-could-change-all-of-america



..

Show me the $$$



..

Show me the $$$



..

Team Treason?



..





..



..

Trumpian Trail of Data…



Spectrum – owned by 
Dick Devos

RU used that data for 
FB dark ads?

Voter roll 
manipulation?

Dick & Jared playing in the Tower...

https://teapainusa.wordpress.com/2017/04/03/data-patterns-suggest-trump-towerspectrum-health-ran-a-stealth-data-machine-with-russia/



Data Trail…







..



..

UNSocial Media



..

The Real FSBbook



..

F*ck Democracy – FB’s real motto



• Pyotr Levashov, aka Peter Severa - spam kingpin
• lifestyle would have embarrassed an oligarch.” 
• Levashov’s wife told Russia Today that her 

husband’s arrest was due to his involvement in 
a “computer virus” that was “linked to Trump’s 
win.”

• 2012 – Microsoft filed lawsuit; Kelihos used to 
spread fake news about Putin opponent 
Mikhail Prokhorov

https://www.buzzfeed.com/sheerafrenkel/this-is-the-russian-hacker-
detained-in-spain-for-helping?utm_term=.ldPlymQxO#.vk4gQP8OA

Spammin’ in the USA



..

Date Night!



..



Weaponizing Emails



2 Legit To Quit



If It Ain’t Broke



You can’t make this stuff up…

Bob & Todd Urosevich, two brothers have monopolized American election technology 
for decades through Diebold (Ohio) & ES&S (Nebraska)

2001, Philip Foster (Sequoia, later sold to Dominion) indicted for conspiring to launder money. 
• kickback scheme to Louisiana elections official, who purchased Sequoia equipment with millions in overcharges
• Foster, got immunity for testimony against the elections official, avoided jail time 
• Was later promoted to VP of sales administration and strategies at Sequoia.

Jeffrey Dean’s vote-by-mail software - developed while Dean was in jail, dominates the U.S. absentee-voting market. 
• Dean launched his own ballot-printing company with narcotics trafficker John Elder. 
• They later sold it to Global Election Systems, (owned by Bob Urosevich), before it was sold to Diebold.
Felons can’t vote – but they can & do manage our election industry.
https://harpers.org/archive/2012/11/how-to-rig-an-election/5/



Cyberwar is real…



..

The Future



Nobody thinks they’re the target…

DNC – poor InfoSec
RNC – poor InfoSec
Hillary – poor Infosec & Optics
USA – REALLY POOR INFOSEC



Morgan Freeman At War

https://www.youtube.com/watch?v=V2av__s-598

https://www.youtube.com/watch?v=V2av__s-598
https://www.youtube.com/watch?v=V2av__s-598


BIG TECH is the Enemy

1. BIG TOBACCO gave us public health crisis
2. BIG AUTO gave us exploding Pintos
3. BIG TECH gave us:

• IBM: Concentration Camp tattoos
• MICROSOFT: supply chain vector for ransomware & malware
• CISCO & BLUECOAT: Great firewall of China; speech supression
• BIG TECH is at the heart of every data breach & privacy violation
• Google, Facebook, Twitter are complicit in election hacking worldwide
• NO LIABILITY == license to act with impunity

DON’T BE EVIL – Big Tech hates competition



A perfect outcome…



Remember the Past

1. PROHIBITION – War on 
Immigrants

2. WAR ON DRUGS – War on 
the poor 

3. CYBERWAR – War on OUR 
KIDS – war on the 
American Middle Class



Suggestions / Wishlist

1. Get involved in CIVIC Society
2. Put an end to GERRYMANDERING
3. Run for Office (yes, REALLY!)
4. Demand Voting Rights for ALL
5. Demand Voting machines have real audit trails
6. Buy your own politicians
7. Software SAFETY & Software Liability laws
8. Make Election Day a federal holiday!!!



Raj Goel, CISSP
Chief Technology Officer
Brainlink International, Inc.
C: 917-685-7731 / raj@brainlink.com

www.RajGoel.com
www.linkedin.com/in/rajgoel
@rajgoel_ny

Books:

UNPLUGGED Luddites Guide To Cybersecurity
http://www.amazon.com/UNPLUGGED-Luddites-Guide-CyberSecurity-
Grandparents/dp/0984424830/

The Most Important Secrets To Getting Great Results From IT
http://www.amazon.com/gp/product/0984424814


